Partner APl Documentation:

1. Authentication API

Resources:

UAT Base URI

PROD Base URI Version

https://apim.djezzy.dz/uat/

https://apim.djezzy.dz/ vO1

Methods:

1. Token:

URI: https://apim.djezzy.dz/uat/oauth2/token

URI Parameters:

Parameter Type | Mandatory | Description
. This tells the authorization server that the application is initiating the

granttype=password | String | Yes

password flow.
Username string | Yes Client Username created by Djezzy and will be sent by SMS.
Password string | Yes Client Password generated by Djezzy and will be sent by SMS.

The public identifier for the application, obtained when the developer
client_id string | Yes is first registered to the application.

The application’s client secret. This ensures that the request to get the
client_secret string | Yes access token is made only from the application, and not from a

potential attacker.

One or more space-separated strings indicating which permissions the
Scope string | No application is requesting. The specific OAuth APl you’re using will define

the scopes that it supports.

Resource definition:

HTTP Verb

Exchange Pattern

Description

POST

Synchronous Request-Response Return the corresponding access token




Responses:

Status Response Description
Reponses parameters Access Token Response structure. Example
access token response: Get the list of the recommended
products for the given subscriber
( number
"access_token":"9e0e5a9%¢c -2e21-3e68-bad4 -17d8dd2d44e2",
"refresh_token":"f1c61cla -a8c9 -39be-9080 -5fc5bad62971",
200 "scope”:"openid"”,
"token_type":"Bearer”,
"expires_in":3123
3
Al |
400 Error the request is malformed or incorrect
401 Error Unauthorized access
The access to this resource is
403 Error forbidden
404 Error Subscriber not found
The server experiences an internal
500 | Failure P
error.
503 Error Service Unavailable.

Usage Example:

-Request:

curl

-k

-d "grant_type=password&usernameyour_usernamekpassword=your_password"

-H "Authorization: Basic Basic Base64(consumer-key:consumer-secret)"

https

://apim.djezzy.dz/uat/oauth2/token

Note:

Cred

-Resp

entials will be sent later.

onse:

"access_token":"1b7d6681-45ab-38c8-a460-4d833a377b11",
"refresh_token":"105f524b-8d7f-32a0-87e4-0bb41f6540f",

"scope":"default",

"token_type":"Bearer",

"expires_in":538




2. Generate the Access Token Using the refresh Token.

200

Reponses parameters Access Token Response structure. Example
access token response :

"access_token":"6a7f57c9-d543-37f8-a2ed21498c9ecac6”,
"refresh_token":"826acd5c-ae12-36f2-a6e9-5827d582b250", "scope":"openid”,
"id_token": "eyJ4NXQiOiJOVEF4AWm1NeE5SETXlaRGczTVRVMVpHTTBNe

kV6TORKaFpXSTRORE5sWKRVMU9HRmtOakZpTVEiLCJ
raWQiOiJOVEF4AWm1NeE5ETXlaRGczTVRVMVpHTTBNekV6
TORKaFpXSTRORE5sWKRVMU9HRmMtOakZpTVEiLCJhbG
ciOiJSUzI1NiJ9.eyJhdF90YXNoljoiQXJGWIRDekJlaUw4NUdxd
1lzdVV2QSIsImF1ZCI6WyJmQUd6Y21vZUZVRjNRaOltc
1c3WEdOeHVEY2dhliwiaHROcDpcL1wvb3JnLndzbzluYXBpb
WdOXCInYXRLd2F5110sInN1Yil61jIxMzc3MDASMTcwOS
IsIm5iZilbMTU1MTg2NzY4NSwiYXpwljoiZkFHemNtb2VGVU
YzZUWtJbXNXNThHTnh1RGNnYSIsImFtcileWyJyZWZyZX
NoX3Rva2VullOsImlzcyl6Imh0dHBzOlwvXC9sb2NhbGhvc3Q
60TQOM1wvb2F1dGgyXC90b2tlbilsimV4cCI6BMTU1TM
Tg3MTI4NSwiaWFOIjoxNTUxODY3Njg1LCJIbWFpbCl6Iindzbz
JkZW1vbWFpbEBnbWFpbC5jb20ifQ.LX8RAAGNpNSxW
CxaASy5cdRUilvg5_ynGO2V1FrZBPR51bGgfdtZLYp6HYfgMi
DU9yRQFhLfdbuQPfCV73mTof7MghjA0JNr744xMCET
OpCM8Id_PFFCkqZALrfgrtJduuleihxWLwkh6N4dgqé6qVsrTJn1
1d4B3PLm3S5Qshy2sjuY4ZMpnzk8p_
glgAolr8eRBJTz9rtk4JZAqhJ2JuOyt2ReLEKEy5mcXKAILCFHIG
_zZW6UikksP_BZlkYu30YKqasMozzrGT0eJHQdq7f6RkoTZsRIW50uFcmO
z1rcM11CD97brFrvbQ0O7_jeCYXmCWbLPkG9k4dOqQij QLA",

"token_type":"Bearer”,
"expires_in":3600

Get the access token information

400 | Error

the request is malformed or
incorrect

401 Error

Unauthorized access

403 | Error

The access to this resource is
forbidden

404 | Error

Subscriber not found

500 | Failure

The server experiences an internal
error.

503 | Error

Service Unavailable.

Usage Example:

¢ Request:

curl -X POST https://apim.djezzy.dz/uat/oauth2/token
-d "grant_type=refresh_token&refresh_token=e5d53995-cbc1-3486-959c-45758f8b01c4"

-H "Authorization: Basic Base64(consumer-key:consumer-secret)"




® Response:

"access_token":"9eed7d48-0e32-359e-999b-491c6b02623c", "refresh_token":"dcabdba6-1bbd 3de3-86c1-20cea3377446",

"scope":"openid",

"id_token":"eyJ4NXQiOiJZamMyT1RrME1lqbGlaVekyTURCak9
ETXhPVOUzTm1Fd@4yRXhNR1IpWVdWaV1qSXpZalEXTKEiLCIraWQiOiJZamMyT1RrME1gbGlaVek
yTURCak9ETXhPVOUzTm1Fd@4yRXhNR1IpWVdWaV1qSXpZalExTKkEiLCIhbGci0iJSUzI1INiJ9. eyJhdF
90YXNoIjoiNUV2bVo2YXB3R1hPVDRKcU9TeXBhdyIsImF1ZCI6WyIBTOkAY2FhMT1RMFVONTNiUF1
hZ2tmRmpfcEFhIiwiaHROcDpcLlwvb3InLndzbzIuYXBpbWdOXCONYXR1d2F5I10sInN1YiI6IjIxMzcaN
DYXOTUIMCIsInbiZiI6MTYWODEXODY2NCwiYXpwIjoiQU9IOGNhYTESUTBVabUzY1BZYWdrzkzgX
3BBYSIsImFtciI6WyJtb2IpbGUiXSwiaXNzIjoiaHROCHMEXCOcL2xvY2FsaG9zdDo5NDQzXCOvVYXVOa
DJcL3Rva2VuIiwiZXhwIjoxNjA4AMTIyMjYOLCIpYXQiOjE2MDgxMTg2NjR9.QKIZCv HuirujyCUco59NgpuMLyRXbcsXHglew43W5il7WmaLoI1lzXEd
0V2pmbqdgfBBOHUiEVfm4ymUorOmRP5aZcLuJYOughW850t -ECpx2vm@iel 7ACstbQ8di EpqVexhEpsAQqgkUal3iémYoh75adnV3Ny@6nFsEdcqRKIT
ws4mdYJIr4FcZWKmaOwpBEZP14tUTNHskSHG025yVOWWcQUhOW14u5Cqz3K1zYLG  wbMvIxc1B2yh43NQYHpD41BTsWGhKEKjDs7WLpBBQGU_PUEHNQ",

"token_type":"Bearer",

"expires_in":3600

2. Check-profile API:

Resources:
UAT Base URI PROD Base URI Version
https://apim.djezzy.dz/uat/ | https://apim.djezzy.dz/ v
Methods:

1. Get MSISDN Profile: student

URI: /djezzy-partner-api/v1/student-campuce/check-profile/{msisdn}

URI Parameters:

= Headers:
Parameter Type | Mandatory | Description
Accept String | Yes application/json
Authorization String | Yes Authorization bearer token.

= Path Params:

Parameter Type | Mandatory | Description

msisdn String | Yes Phone Number to check the profile




= Request method:

HTTP Verb

Exchange Pattern

Description

GET

Synchronous Request-Response

Return the illegible status of the msisdn (true/false)

=  Responses:

Status Response Description
{ Get the status for the given phone number (MSISDN)
200 "is-illegible ":"<Boolean>" - true: student.
! - false: not student.
{
"message":"Bad Request", . .
400 e g "o "q The request is malformed or incorrect
is-illegible":"false
}
{
"message":"Unauthorized", .
401 I g "o " Unauthorized access to the resource
is-illegible ":"false
}
{
"message":"Forbidden", . .
403 - g "o " not having permission to access to the resource
is-illegible ":"false
1
{
n ":"N t F dll
404 message = MOt Found:, MSISDN not found
is-illegible ":"false
1
{
500 ".mt.assa.ge :"Ir:ternall Server Error?, The server experiences an internal error.
is-illegible ":"false
1
Example:
. Request:

curl "https.//apim.djezzy.dz/uat/djezzy-partner-api/vl/student-campuce/check-profile/213712345678" \
-H "Accept: application/json" \
-H "Authorization: Bearer c4d5232a-ab68-3144-98c1-b5e675536b51"

-Response

",

"is-illegible ":"true"




3- Subscription API:

MSISDN subscription to program:

URI: /djezzy-partner-api/v1/student-campuce/subscription/{msisdn}

URI Parameters:

= Headers:
Parameter Type | Mandatory | Description
Content-Type String | Yes application/json
Accept String | Yes application/json
Authorization String | Yes Authorization bearer token.
=  Path Params:
Parameter Type | Mandatory | Description
msisdn String | Yes Phone Number to add the partner package
= Body Params:
JSON Reponse:
{
"program-name": "<String>",
"email": "<String>"
}
Parameter Type Mandatory Description
"program-name": "<String>" String Yes Subscribe to the program name (jumia, temtem,...).
"email": "<String>" String No Client email.

= Request method:

HTTP Verb

Exchange Pattern

Description

POST

Synchronous Request-Response

Subscribe to the program name




= Responses:

Status Response Description
{
200 "message":"Subscription successfully done" Subscription successfully done
}
{
400 "message":"Bad Request” The request is malformed or incorrect
!
{
401 "message":"Unauthorized” Unauthorized access to the resource
}
{ | o _ ; not having permission to access to the
403 message":"Forbidden
) resource
{
404 "message":"Not Found" MSISDN not found
}
{
500 "message":"Internal Server Error" The server experiences an internal error.
}

Usage Example:

. Request:

curl -X POST \
"https.//apim.djezzy.dz/uat/djezzy-partner-api/vl/student-campuce/subscription/213712345678" \
-H "Content-Type: application/json" \
-H "Accept: application/json" \
-H "Authorization: Bearer c4d5232a-ab68-3144-98c1-b5e675536b51" \
-df
"programName": "jumia",
"email": "firstname.lastname@gmail.com"

}I
-Response

"message":"Subscription successfully done"



